Hukomy HE COOELLANTE pekBu3uUTbI CBONX GAHKOBCKNX KapT

HE OBLUAWTECb no TenedoHy C nuuamu, OGelAOWMUMKU pa3NUYHbIe
OOHyCHbl, BbIUPbIWN, NbroTbl,  CKUAKH, OecnnatHble ycnyry, wHE
= NEPE3BAHUBAUTE Ha He3Hakomble Homepa, HE COOBLLUAWUTE

NOCTOPOHHMUM CBOMU NepPCoOHaNnbHbIe AdHHbIE

BHumatensHo uutaite YCIIOBUSA NONb30OBATENLCKUX COrMALLEHUN
NPUNOXEHWA U OHNaH-CEepPBUCOB -

3AMPELLANTE AOCTYN MoBMNbHBLIX NPUAOKEHUI K MHOpMaLmK,
XpaHsiwencs B Bawem tenecoHe

|
I

HE YCTAHABJIMBAWUTE Ha MO6GMNbHbINA TenedoH NpUnoXeHus us

Hen3BeCTHbIX UICTOYHUKOB
N\ Ycranoeute HACTPOVIKY MPUBATHOCTY ans cBoero npodpuns
- || BcouMansHou ceTu

" HE OTKPbIBAWTE B Tened)oHe 1 B 3neKTPOHHOM NOYTE COMHUTENbHbIE,
a TaKxe paHee He UCNONb30BaHHbIe Bamu ccbinku n3 coobueHnit

ByabTe OaUTENbHLI NPU UCNONL3OBAHWUK CPEACTB CBA3M
u cetu UHTepHert!

Ecnu y Bac ecTtb nogo3peHus, 4to Bbl cTanim }KepTBOM MOLUEHHUKOB,
He3ameaNAuTeNbHO obpaTtutech B nonuumio no tenepoHam 102 nnam 112




OCTOPOXHO:
MOLUEHHUKMN!

HE NAWUTE CEBA OBMAHYTbD!

WHTEPHET-MOLUEHHMKHW TEJIE@OHHLIE MOLUEHHMKMH

BNIOKMPOBKA BAHKOBCKOM KAPTHI

CoofweHme 0 6noKnpoBaHun 6AHKOBCKOW
KapTel C HOMEPOM, N0 KOTOPOMY HYMXHO
no3soHUTL. lens — y3nare nuukbii Ko
6aHKOBCKOM Kaprbl.

OB BHABJIEHUE O NOKYIIKE

MoweHHNKM-NOKynarenu
CNpawnBaldT PEKBU3INTDI
BaHKOBCKON KapTbl U
(wnu) cmc-Koa AKOOLI ans
nepeducneHnn QeHer 3a

NONYYEHUE BbIUIPbILLA
(KkoMneHcayun 3a NOTEPAHHLIA BKNan)

MoweHHUKKN CooBLaT 0 BhIMIpbilue
TOBap, Nocne 4Yero NpM3a, BO3SMOXHOCTH NONYYEHNA KOMNEH-
NOXMILAKOT AEHbLIN C S — ' caumu 3a NoTepsHHbLIA Ilﬂ'lmﬂ.ll B «thuHan-

COBYIO NUpamuay> M 17.n. Meprae MOXHO
6aHKOBCKOro Cuera. 3abpars ero, 3annarue HaANoOr UNu nnary
AKOOBI <32 COXPAHHOCTDL JIEHEer>.




HAWBONEE PACNPOCTPAHEHHBIE CXEMbI
TENE®OHHOINO MOLWWEHHUYECTBA

«BALLA KAPTA 3ABJIOKUPOBAHA»

SMS-coobwenne o akoGe 3abnokMpoBaHHoN GAHKOBCKOW K
Ans paabnokmposkn KoTopoi Tpebyerca coobwmrs MWUH-koa Bal
KapTel, NMGO NPOBECTH ONpeaeneHHbIe AEHCTBUA C NOMO

«POACTBEHHWK B BE[IE»

TpeGoBaHue KpYNHOW CyMMbI EHEr AN PelleHis
npoBnemsi ¢ skoGel nonaswemy B Geay poo

«Bbl BbIUIPANU»

SMS-coobueHwe 0 TOM, YTO Bkl CTANK
nobeguTenemM 1 Bam NonoxXxeH npu3a

I
«BUPYCHASA ATAKA»
SMS-coobuweHne, cogepxaliee Cobinky Ha |
kakon-nubo uHTepHeT pecypc, coaepxallan
BPEAOHOCHYIO NPOrPaMMy, AAIOULYIO AOCTYM.
MOLLEeHHMKaM K Bawwen GaHkoBCKOW KapTe

«BAM MNMOJIOXEHA KOMIEHCA

Bam sKo6bi nonoxeHa koMneHcaLwWs 3a np
paHee HekauecTseHHule BALbI Nubo uHLIE
npenaparbl, ANA NONy4eHWA KOTOPOK Bam Heobs
ONNaTUTL Kakne-nubo NOWNWHLE! N NPOLeHTH!

«OLWMBOYHbIV NEPEBO/ CPECTB»

NPOCHT BepPHYTb A€HbIM 3a OLWNEO4HLIA Nepeson CPencTs, ACNOMNHITE
CHUMas CPEACTBa CO CHETa NO “eKy

YCNYTA, AKOBbI, NO3BONAIOLAA NONYYUTL AO! ~1::-,
K SMS U 3BOHKAM AIPYTOIo YEJIOBEKA

“0M“"TE' YTOBbl HE CTATb XEPTBOM
TENEPOHHbIX MOLLEHHUKOB

Momuure! Ecnu Bam 380HAT U TpeBONHBIM ronocom cooGwtainT, yro saw Grinzimii nonan B Geny,
nub0 BbI BLIUrPany Npus, nW6O BaM NONOXEHA KAKAA-NUBO KOMNEHCALUS, He BepbTe - 3T0 MOLUCHHUKHK! 3BOHUTE

Hukorpa He npoxouTe Mo CCbINKaM NPUCNaHHbIH B SMS-c0061wienuu ¢ He3HaKOMBIX HOMepoB! 02
Hukomy He coobuwaitre MUH-xon Bawei GanxoB Kol KapToi! Unv
102

BYAbTE BHUMATEJIbHbI U BAUTEJIbHbI!

RAK PACNO3HATD
TENEDOHHOIO
MOLUEHHUEA

OMB[ Poccumn «Hanpomcknin» npeaynpexaaer!

ECIT BAM COOBLUAITN
MO TENE®D®OHY, YTO:

Heob6XxoAMMO NONONHUTL
©anaHc HeM3BEeCTHOro

Balla 6aHKOBCKas HoMepa TenedgoHa...

KapTa 3abnokupoBaHa...

Bbl BbIUrpanu npums...

HYXHbl A€HbrM, YTOObI
cnacTuv nonasLiero
B 6eay poAcTBEHHUKA

BaM nonaraeTcs
KOMMNeHcauus...

NMOMHUTE: 3TO OPYAYIOT

TENE®OHHbIE MOLLEHHUKW!



OCTOpPOXKHO - MOIIEHHUKH!

Kak He cTaTh KepTBOM KHOEPNPECTYNMHUKA

3npaBcTByHTe! MBI M3 6aHKa.
[Tony4yunu Baule 3asiBNeHMe
0 3aKPBITMM CHETA.

I'me penbru sabupats 6ymeTe?

Hy yx HeT!

1 cama obpanuiyce B 6aHK!

Ho g He nucana
HUKaKUX 3aABIIEHNUHA. ..

MoLreHHMKH MCHIONb3YIOT
mobple TPeANory, YTo6k! MONYIUTh
HAOCTYII K CHETY YenoBeka
M YKpacTh ero geHbru.

He coobuiaiTe nUM4YHEIE JaHHBIE,
ecNy BaM MO3BOHUIHM «M3 6aHKa»

3HAYNT, KTO-TO MbITAETCS
yKpacTh BaLlX JeHbIH!

~

TMonoxuTe TPyO6KYy U MOIBOHUTE

caMu 1o HoMepy 6aHKa,
yKa3aHHOMY Ha 06paTHOM
CTOpPOHE Balle} KapThl.

HabepuTe HOMEp BPYYHYIO.

YTo Xe pgenaTrhb?

[MepeBegeM ux Ha 6e3onacHbIM cUeT!
OUKTYyTe HOMEp KapThl,
N\ .

HacTosume coTpynHMKY 6aHKa

HUKOrja He 3allyTUBalT
M He TOPOIIAT KNHEHTOB.

... M He CIIpalIMBaloT KoLl KapT!!
]

( RS
. ; \

(-\ i\/'.} %

He npuuauManuTe
MOCHELIHBIX peleHu!

4 No6ricTpee!

Torpga gUKTyHTE HOMEp
no60¥ APYToM KapThl

Ecnu noBepuTh MOLIEHHMKAM
¥ COOBLIUTD JaHHBIE,
KOTOpbI€ OHM HIPOCAT,

TO MOXHO TMIIMTBCS BCEX JEHET.

BynbTe 0CTOPOXHEL (&)

ITomuute! Hukomy Hesib351 c000IIATH: HOMEP, CPOK AeHCTBHUSA, KOAbI MOATBEPKACHUS
HA 000opoTe KapThl, KOAbI U3 CMC-c0001IeHUH, JIOTHHBI U TAPOJIH.

YB/l Bure6ckoro 006, 1McnoiKomMa



OTBeTCTBEHHOCTD 32 MPABOHAPYIIECHHUS
B CeTH HHTEPHET

PACITPOCTPAHEHHE S5KCTPEMUCTCKHX
MATEPHUAJIOB

Crares 20.29. Mpon3soacrso M pacnipoct palenHe IKCTPEMHCTCRKHX MATEPHAIOB
AnMupncTparususii wirpad 8 pasmepe or 1000 3000 1.p.

AIMHHHCTPATHBHBIH apecT Ha cpok 10 | 5cyTok ¢ konpHCKalMeH YKasaHHbIX
MATCPHAIOR H 00OPVIOBAHUS, HCTIONLI0BAHHONO LI HX NPOHIBOACTEA

HAPYUIIEHHUE ABTOPCKHUX I1PAB

Crarba 146. Hapymenue ABTOPCKHX H CMERHBIX npas
Mrpah mo 200 Tp. win B passepe 3apaboTHON NIATEL HAH HHOIMO JIOXOJA
OCYAICHHOND 33 MEPHO/L 10 BOCEMHANLATH MeCAlen. aubo 00g3areibieiec paboThi Ha
cpok o 480 sacos, audo HenpasuTedbbie padoTel Ha cpok Ao | roga, amdo apect Ha
CPOK 10 6 MEeCALEE.

MOLUEHHUYECTBO, CBI3AHHOE C
BJIOKUPOBAHUEM IMPOTPAMMHOI'O
OBECIIEYEHMSI KOMIIbIOTEPOB
MOJIL3OBATEJIEH

Crarebs 272, HenpasomMepubiii 10CTYN K KOMIbLIOTepHOI undopmamm

Llrpaf no 200 T.p. wan B passmepe 3apadoTHOIN MIATHD HIH HHOTO JIOX018 OCYAICHHOTO
33 NEpHOL A0 BOCEMHAULIEATH Mecsien. anbo obssatensbie paboTs Ha cpok 1o 480
4acon. AMG0 HCNPABHTEARHBIC .pl'lﬁﬂ"ﬂ:l Ha cpm: ot 6 Mec. 10 1 rona. nubo : JIHILEHHE
croboEl Ha cpok 10 2 et

Cratha 273. Cozaanie, HCNOALIOBAKNE H PACTIPOCTPAHEHHE BPEIOHOCHBIX MpPO- -

rpamm ans IBM
Jlmmenne cpobonst a0 3 aer co wrpadosm  or 200 Tp. uan B pasmepe sapaboTHOl
MIATHE WIH HHON J0X0/8 OCYRICHHOTO 33 nepHoa Ao 18 mecsies.

L)

HE3AKOHHAS PEKJIAMA HAPKOTHYECKHX
CPEACTB
H IICUXOTPOIIHBIX BEILECTB

Craren 6.13 Tlponarania HaApKOTHYECKHX CPeacTs, NCHXOTPONHEIX BEWIECTB HaN
HX NpeKypcopoB, pI]ETEHIIﬁ, COOEPARAIINX HAPKOTHYECKHE CpPEICcTBA HAH MCHXO-
TPONHBLIE BEWECTBER AHO0 HX NPEKYPCOPLI, H HX YACTEH, COTEPRAMMY HAPKOTHYE-
CKHE CPeICTBA WIH NCHXOTPONHBLIE BEUWIECTBA JHG0 HX NPeKypPCopLl, HOBLIX NOTeH-
HHAIBHD OMACHBIX MCHXOAKTHBHLIX BEIIECTB

AaMunHcTparHeHBIH wipad B pasvepe or 4 =5 Tp. ¢ koudmekauned pexmamHoil
MPOAYKLNH H ODOPYIOBAHMA, HEMONB30BAHHOTO U1 €€ HATOTORISHIA.

KJEBETA B CETH UHTEPHET

Crarea 152. 3ammnra yecT, A0CTOMHCTBA W ACA0B0I penyTaunn
Ilirpadmsie cankimy 1o | MaH. p. wau pasuep sapadorka B obuei cymme o 1 roga.
Obr3aTeabHBIC PAGOTE B COBOKYNHOCTH 10 240 uacos.

PACITPOCTPAHEHHUME INEPCOHAJIbHbIX
JAHHBIX U CBEJAEHHUH O YACTHOMU KHU3HHU

Craren 137. Hapymiense HenpuxkoCHOBEHHOCTH YACTHOI KHIHH
[rpad s passepe ao 200 000 pyD., obazaTe/IbHEE HIH HCHpaBHTEIRHEE paloTkl Ha
cpok 10 360 yacos ik 10 | roaa: apect 10 4 Mecsles; JHueHHe ceobo/ib 1o 2 Jer.

XUIIEHWSI, COBEPILIAEMBIE C TOMOIIBIO
KOMITbIOTEPHOM TEXHUKH

Craren 272. HenpasoMepubiii 1ocTyn K KoMobOTEpHON nudopmaunn

Hlrpadg a0 200 ©.p. wan B pasmepe 3apaboTHON N1ATHL HIK HHOIO JOXO0/18 OCY A ISHHOTD
38 TICPHOIL JI0 BOCCMHAINATH MECALEE, AH00 MCTIPaBHTEIRHLIC paboThl Ha cpok Jo |
ro/a. JAHb0 orpaHuyeHHe CBODOAL Hi CPOK [0 2 JeT, AHO0 NPHHYIHTEILHBIE paboThl Ha
CPOK 10 2 ner, nubo THINEHHE Cﬂﬁi‘;ﬂ,'llal Ha TOT He CPOK.



NMamMaTka - e r

He nepenaBatb Nto6oi KoHdUaeHLUmnanbHoM nHdopMaLmm o cebe opyrmm nuiLiam, B TOM Yncne ¢
no TenedoHy (HoMepa BaHKOBCKUX KapT M KoObl OCTYMa K HUM, Naponu, PIN-koabl 1 T. 1.). MNpu \
BO3HMKHOBEHMM Kakmnx-Nnbo npobnem obpawlanTech B cny) 6y nognepXKm Baluero 6aHkKa

WUNKn ornepaTtopa CBA3U No TenedoHy, ykasaHHOMY B [JOrOBoOpe U1 Ha caMol KapTe.

He nepeBoguTe OeHexHble cpeacTBa No 3BoOHKaM M SMS-coobleHnam, rage BamM coobLuakoT, YTo
Balll poOcTBeHHWK rnoran B 6eny, B 3ToM ciiydyae ob6d3aTernbHO Nepe3BOHUTE eMY 1 BbidCHUTE
0b6CcTOATENbCTBA MNPOU30LLIELLIErO U TOTbKO MOC/e 3TOro NpeanpuHuManTe Kakue-nmbo
nencTeug.

UrHopupymnTe nocrynatoLime 3BOHKM UNn SMS-cooblLieHnsa o npuymnTatoLlemcsa Bam
BblrpbILLEe, NTMOO KOMMNEeHcaUMmM 3a NnexKapcTea U HeoOXoaMMOCTV NepeBoa AEHEXHbIX CPeaCTB.

Mpu nonyyeHUn SMS-coobLLEeHUA UK 3BOHKE NULLE, NpeacTaBMBLLEroca cCOTPYAHMKOM Ballero \
onepaTopa CBA3U, 0 HEOOXOAMMOCTU YCTPAHEHUA KaKUX-NTMBo TexHUYecKmnx npobnem um
nepeyYncrneHns OeHexxHbIX CPeacTB, OTrNpaBKM SMS-cooblieHnin ¢ BallMMm nepcoHanbHbIMK
OaHHbIMK, NPUOBPETEHUA KapPT onnaTthbl YCNyr, NPea1oXeHUn nepenTn Ha 6onee BbIroaHbIM

Tapud, a TakXKe onnaTbl KaKUX-nMbo ycnyr, LWTPpadoB U T. M. He NpeanpuHMManTe yKasaHHbIX

OEeNCTBUM U NMUYHO o6paTUTECh B CEPBUCHDbIM LLIeHTP Balliero onepaTtopa CBA3U, UMK XKe
CMpPaBoOYHYIO CNYXKOY 3a pasbacHeHUaAMU, NMMbo coobLanTe No HoMepy «02», ANa N ObbIX

onepaTopoB MOBUNbHON CBA3U — «112».




